The road to Hell...

...Is paved with best practices
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Warning

<RANT>
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Why...

Not all “best practices” seem to make us Best practice
more secure. From Wikipedia, the free encyclopedia

This article needs additional

Often overlooked: citations for verification.

Flease help improve this article by adding

”. . .When applled to a partICUIar Cond|t|on v reliable references. Unsourced material may be
or CIFCU mStance.’: challenged and removed. [November 2003

A best practice is a technigue, method, process, activity,
incentive, or reward that is believed to be more effective at delivering
a particular outcome than any other technigue, method, pr

etc. when applied to a particular condition or circumstance. The
idea is that with proper processes, checks, and testing, a desired
outcome can be delivered with fewer problems and unforeseen
complications. Best practices can also be defined as the most

efficient (least amount of effort) and effective (best results) way of
accomplishing a task, based on repeatable procedures that have

proven themselves over time for large numbers of people.
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Who am 1?

Frank Breedijk

» Security Engineer at Schuberg Philis
» Author of Seccubus
» Blogging for CupFighter.net

Email: fbreedijk@schubergphilis.com
Twitter: @seccubus

Blog: http://www.cupfighter.net
Project: http://www.seccubus.com
Company: http://www.schubergphilis.com
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The burden of administration...

“Adding more security” to a system often
means more administration and
bureaucracy.

It often also means less time to do actual
system administration.
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Image from: http://searchnetworking.techtarget.com.au/articles/16554-
Choosing-the-right-firewall-topology?topic_id=891

Firewalls from two different vendors...

Reasoning:

»

If one vendor has a serious flaw, there
will not be a total compromise.

Reality:

» Firewall bypass bugs are rare

» Two rule bases

» Two different technologies

» Most likely outside firewall will pass
anything nat-ed behind inside firewall

» Most firewall brand use the same IP

stack anyway

Option 3: Dual firewalls

The most secure (and most expensive) option is to implement a screened
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Figure 3: Dual firewalls

The use oftwo firewalls still allows the organisation to offer services to Internet
users through the use of a DMZ, but provides an added layer of protection. It's
very cammon for security architects to implement this scheme using firewall
technology from two different vendors. This provides an added level of security in
the event a malicious individual discovers a software-specific exploitable
vulnerability.
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Most bicycle thieves in Amsterdam only know how to quickly open one type of lock

SCHUBERG PHILIS 5 augustus 2010



Image: history of missing circles, a Creative Commons Attribution
Non-Commercial Share-Alike (2.0) image from camil_t's photostream

Like every techn:
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Is complexity bad?

There are about 25,000 partsin a
commercial jet engine.

In order to make a working jet engine you
need at a maximum 1,000 parts
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Image: Maze Lock Guarantees You'll Perish In A Fire, a Creative Commons
Attribution Share-Alike (2.0) image from billypalooza's photostream

Is complexity bad?

Complexity can also aid security...
It should never be the basis of your security

g | Never underestimate the power of security
' by obscurity

Obscurity can defeat plausible deniability

Encryption is a classical example of security
by obscurity
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Image: Security, cartoon #538 from xkcd.com

What about encryption...

| A CRYPTO NERDS WHAT WOULD |
IMAGINATION ¢ ACTUALLY HAPPEN:

HIS LAPTOPS ENCRYPTEL. H'S LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
CLOSTER To CRACK \T. THIS §5 WRENCH UNTIL
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Encryptionis nota

Many attacks:

»

»

»

»

»

»

»

»

»

»

»

Key theft
Brute force
Social engineering
End point compro
Man in the browse
Man in the Middle att
Downgrade attack
Rubber hose cryptology
Side channel attack T - -
Cache timing attack - R : B )
Replay attacks

)

SCHUBERG PHILIS 5 augustus 2010



If a “security measure” is too hard... it will more likely hurt

Password requirements: Likely password:
7 characters welcome

1 capital Welcome

1 numeral W3lcOm3

1 special W3lcOm3!

10 characters W3lcOm3!!!

30 days max — cannot use last 12 WelcomeO1!

The predictability of human behavior can aid in password cracking attempts.
See the work of Matt Weir:

"Using Probabilistic Techniques to Aid in Password Cracking Attacks”
http://tinyurl.com/RTHpasswd
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Security making life too hard...

B piaa R - Remote Desktop Connection

Log On to Windows Schuberg Philis

You cannot paste a password into an RDP
login box

Consequences:

»

»

»

»

»

»

| set up a really hard adminstrator
password

| put it in the password vault

| now have to type 15 random
characters to gain access

| may start to remember this password
| may start to use weaker passwords
Maybe | will write the password down
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Don’t turn system administration into an obstacle race...

If your only users are system administrators
why would you:

» Make home directory 600

» Make roots home directory 100
» Restrict access to /var/log

» Etc...

login a=s: frank

.
T TEXASTECHT
buthenticating with public key "Frank Breedijk@ ; s 9 v&,

Last login: Tue Jun 29 15:38:21 2010 from sbpof ' | ; '
[Erank@sbppsecl ~]% sudo su - \
[root@sbppsecl ~]# I

SCHUBERG PHILIS 5 augustus 2010



Image by Frank Breedijk

There is strength in numbers...

“Limit the number of | B
system administrators” B v 8
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Images bz Frank Breedi"k
Does this consider the level of the system administrators?

Or are all animals equal...
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What is the right number of administrators...

° 20 25
47
50 35
18

17 >3 ¢ 42 35 15

120 33 - 19

28
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Image: Being John Malcovich movie poster
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It would be easy... ) A i

The auditors would be happy...

| could do my job...

Please don’t force me to...

..itwould be so wrong|!

JOHN CUSACK CAMERON DIAZ "CATHERINE KEENER

BEING JOHN MALKOVICH

A FILM DIRECTED BY SPIKE JONZE

' ey www.uip.de 2

EVER WANTED TO BE SOMEONE ELSE?
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What’'s the solution?

Know your administrators...
Set clear rules

Make it obvious when rules are about to be
broken

Monitor

Use system logging
Log Changes

Log in multiple places
Keep you admin happy

Peer review
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Limit remote access...

“Permission for remote access to **** must
be strictly limited to those specific

employees who have a strong business
need for the access.”

Why? 7
» Stop data leaving the pre Y
» Reduce risk of duress?
» Keep an eye on your actions
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